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About SQL Replicator and Sage Construction 

Central

Welcome to SQL Replicator and Sage Construction Central—the new Sage 300 Construction and Real Estate tools 
that take your business to the Cloud. SQL Replicator lays the foundation for secure, convenient access to your 
project data from anywhere, using a mobile device. Over time we’ll add more mobile functionality, giving you access 
to the reporting and business-intelligence capabilities of Microsoft SQL Server, all from the Cloud. 

Once you configure replication, SQL Replicator copies your Sage 300 Construction and Real Estate data from the 
Pervasive database management system into a SQL Server database. The replicated data includes your 
Purchasing, Inventory, and Service Management data if you use those products. With daily processing in 
Sage 300 Construction and Real Estate (either in your accounting office or the Cloud) data is synchronized nearly 
instantaneously, for up-to-the-minute information wherever you are.

Now, when you run Crystal Reports report designs from Sage 300 Construction and Real Estate, you can select the 
Use SQL check box to run the report from the SQL Server data rather than the Pervasive data. In many cases this 
results in better report performance.

About this guide
This reference guide provides the setup and configuration you need to configure replication in System Administrator 
and use Sage Construction Central. The material applies to system administrators or information technology 
specialists who will complete the server configuration tasks.

Azure connection for 
Cloud access

Sage 300 Construction 
and Real Estate server

• SQL Server data for reporting and 
mobile access.

• New Use SQL check box available 
for use with Crystal Reports deisgns.

IIS enabled for intranet only
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External Internet
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Review system requirements
Installing SQL Replicator to use with Sage 300 Construction and Real Estate adds to the demands on your server 
resources. You can find the technical recommendations for the accounting server in the Sage Support 
Knowledgebase article System Requirements: Sage 300 Construction and Real Estate 17.1. You should also 
read the white paper System Recommendations for 17.1 for a more detailed discussion about hardware 
resources. Review this information carefully and plan for necessary upgrades before installing version 17.1. 

Server hardware

Starting with the 2017 release, your accounting server should have at least 16 GB RAM and a suitable processor. 
Your data should be stored on SSD hard drives with ample free space. Before you install Sage 300 Construction 
and Real Estate 17.1 with SQL Replicator, make sure your accounting server fully meets these requirements.

Microsoft SQL Server

SQL Replicator requires a dedicated instance of SQL Server 2016 SP1. This instance can be installed on the 
accounting server or on a different server. Sage SQL Installer can install and configure the instance for you, either 
on your accounting server or on a different server, using the Advanced option. We recommend that you take 
advantage of this utility for quick and easy SQL Server setup. Instructions are provided on page 11.

WARNING:  You may use the Express edition of SQL Server, but this no-cost option brings limitations on CPU and 
RAM usage. Individual databases can be no larger than 10 GB, although you can have as many databases as 
needed. See this Microsoft article for more information.

Server environment

In order to use SQL Replicator and Sage Construction Central, your server must run on Windows Server 2012 R2 
or Windows Server 2016. (Earlier versions are supported only if you will not use SQL Replicator.) As of version 17.1, 
32-bit operating systems are not supported.

If you use a standalone environment, you can use Windows 8.1 or Windows 10.

The server must also have .NET 3.5 and .NET 4.6.2 (or greater) installed. The installation process will attempt to 
install these for you, but a separate installation might be required for some servers.

Network environment

Internet access is required for licensing and entitlement of your accounting server. (If you need to activate your 
license without connecting your server to the internet, call Sage Support to request off-line validation.) Once your 
product is registered, your server does not need continual access to the internet unless you will access Sage 
Construction Central or custom reports from the Cloud. Your accounting server must run in a Windows Active 
Directory domain. In order to access data from the Cloud, Sage 300 Construction and Real Estate users will need 
to be mapped to Windows domain users. (This guide explains how to do that.)

NOTE:  The AzureAD domain, which is provided on some computers for access to Azure Active Directory, is not 
supported. Your computer needs to be on a non-Azure, Windows Active Directory domain in order for 
SQL Replicator to function properly.

Azure Active Directory account

In order to access your Sage Construction Central site from the field, you’ll need a single license of a Basic Azure 
Active Directory account. Sage provisions this account for you as part of your subscription to Sage Construction 
Central. Once your account is set up, configure it for Sage Construction Central by following the instructions in “Set 
up Azure Active Directory for Sage Construction Central” on page 25.

https://docs.microsoft.com/en-us/sql/sql-server/editions-and-supported-features-for-sql-server-2016#a-namecross-boxscalelimitsa-scale-limits
http://ftp.sagesoftwareuniversity.com/lms/cre/webdocs/System%20Recommendations%2017-1.pdf
https://support.na.sage.com/selfservice/viewdocument.do?noCount=true&externalId=81067&sliceId=1&cmd=displayKC&dialogID=209349&docType=kc&isLoadPublishedVer=&stateId=209351&docTypeID=DT_SYSTEMREQUIREMENTS_1&ViewedDocsListHelper=com.kanisa.apps.common.BaseViewedDocsListHelperImpl
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Warning: Upgrading to versions using SQL Replicator

Until version 16.1 of Sage 300 Construction and Real Estate, you used File Tools or another utility to back up and 
restore your data folders. Once you install Sage 300 Construction and Real Estate 17.1 with SQL Replicator and 
Sage Construction Central, you will no longer be able to restore backups made using File Tools or other third party 
utilities. 

Starting with 17.1, you’ll need to use the new System Administrator utility to configure and run your regular backups. 
This is because restoring a Sage 300 Construction and Real Estate backup requires not only the files in your data 
folders, but also files and registry keys from numerous areas in your server environment. With the addition of the 
SQL Server database and Sage Construction Central website, these additional components are critical to your 
ability to successfully restore from a backup. Without them, your data cannot be restored.

Before you upgrade to version 17.1, be sure to inform any member of your organization who is involved with backing 
up and restoring Sage 300 Construction and Real Estate data that a new process is required. Work with the team 
to update your backup and restore procedures to use System Administrator as soon as you upgrade.

This diagram shows the high-level steps required to upgrade to version 17.1 and obtain a backup that can 
successfully be restored. Each of these are explained in detail in the remainder of this guide.

WARNING:  Starting with version 17.1 of Sage 300 Construction and Real Estate, you must create and restore 
backups using System Administrator. You will not be able to restore data backups of version 17.1 or later created 
by File Tools, SQL Server Management Studio, or other commercial utilities. As soon as you upgrade to 17.1, create 
a backup of your 17.1 go-live data in Sage 300 Construction and Real Estate System Administrator. 

1. Run File Doctor and back up your 16.1 data folders.



2. Upgrade Sage 300 Construction and Real Estate software to version 
17.1. The upgrade could take longer than usual.



3. Upgrade your data folders.



4. Install SQL Server and configure replication in System Administrator.



5. In System Administrator, go to the Backup tab. Configure and run a 
backup of your 17.1 data folders.



6. Restore the 17.1 backup in a test environment. If successful, store a 
copy of this backup in a secure, off-site location. This is the only viable 
copy of your go-live data.



© 2017 The Sage Group plc or its licensors 7

Sage SQL Replicator and Sage Construction Central Setup Guide Prepare your accounting server for replication

Prepare your accounting server for replication

Once you have verified that your accounting server meets the technical requirements, follow these steps.

1. Run File Doctor on your data folders.

2. Make a backup of your production company folders in your current Sage 300 Construction and Real Estate 
version, using File Tools or another utility.

3. Upgrade your Sage 300 Construction and Real Estate server, company folders, and clients to version 17.1.

NOTES:  

• Sage 300 Construction and Real Estate 17.1 requires .NET versions 4.6.2 and 3.5. If these versions are not 
installed on your accounting server, the installation wizard will attempt to install them. Your server will need to be 
re-started before you can continue.

• Two Windows services are installed with Sage 300 Construction and Real Estate: the Sage File Expiration 
Service and the Sage Worker Engine Service. You might see a window related to these services at the end of the 
upgrade process. If the window does not close on its own, close it to continue setting up your system.

4. In Desktop, select Options > Security Administration, and enable security for Sage 300 Construction and 
Real Estate if it is not already enabled. 

FOR MORE INFORMATION:  See Sage 300 Construction and Real Estate’s Help topics on Security Administration 
for details about setting up users and roles.

5. Each user who will access replicated data through Sage Construction Central or reports must be set up as a 
user, with a corresponding Windows domain user name. Complete this setup if needed.

6. Create an additional security user to be used with SQL Replicator.

a. Clear the User must change password check box.

b. Select the Password never expires check box.

c. Do not associate this account with a Windows user.

d. Add the user to each company folder you will replicate (or, create a separate user for each company).

e. On the Roles tab, assign this user to the Application Administrator role.
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f. Save and close the User Setup window.

7. If you use record or file security, we recommend that you enable access to all files and records for this user to 
avoid incomplete data replication.

 Create a domain Windows account to use with replication

NOTE:  This step is necessary only if you will install the SQL Server instance on a computer other than the 
accounting server. You might need an IT specialist to assist with creating this account.

Create a Windows domain account to be used for running replication when SQL Server is installed on a remote 
computer. Add this account to the following roles and groups:

 The local Administrators group on the accounting server.

 The local Administrators group on the computer where the SQL Server instance is installed.

 The sysadmin server role on the SQL Server instance.

 About Canadian and Australian installations

If you are running SQL Replicator on a Canadian or Australian version of Sage 300 Construction and Real Estate, 
you’ll need to provide credentials for a Windows user with Region set to Canada or Australia. This enables the 
country-specific fields in Accounts Payable and Payroll to be replicated. This account must have local administrative 
privileges on the accounting server, and must also be added to the sysadmin SQL Server role when you install 
SQL Server. These steps are explained in the sections that follow.

1. In the Windows Control Panel, go to Regions.

2. On the Location tab, verify that the appropriate county is selected. Change it and click Apply if needed.
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3. On the Administrative tab, select the New user accounts check box if not already selected, and then click OK.

4. Click OK again to close the Region window.

If you changed the country setting in step 2, you’ll need to create a new Windows user so it will have the correct 
regional settings. You’ll use this Windows ID when you configure replication.

 Important information about IIS

When you first install Sage 300 Construction and Real Estate 17.1 and configure SQL Replicator, you’ll be able to 
access your data through Sage Construction Central from within your company’s intranet—for example, from a 
computer in the accounting office—but not from outside of it, such as from a mobile device in the field. Additional 
steps are required to establish Cloud access. 

In order to enable the connection within your intranet, the installation process configures IIS on your accounting 
server to expose SQL Server data within the same Active Directory domain. Enabling IIS on a server to expose data 
outside the domain is not recommended as it presents security risks. Instead, data is synchronized to an 
Azure Active Directory site, which provides a reliable and secure repository from which information can be accessed 
in the field.

Continue following the instructions in this guide. Establishing access to the Cloud is covered in the section “Set up 
Azure Active Directory for Sage Construction Central” on page 25.

SQL Server Express and Standard Editions
Before you install SQL Server, determine whether you can use the Express edition (at no additional cost) or you 
need the Standard edition. SQL Server Express limits the size of its databases to 10 gigabytes each. Each company 
folder that you replicate will be a separate database, and you can have as many databases as needed.

To determine the approximate size of your replicated data, follow these steps.

1. On the accounting server, browse to the location of your Sage 300 Construction and Real Estate company 
folders. 

2. Open the first company folder you want to replicate, and select the POIVData, PVData, and SMData folders. 

NOTE:  You might not have all of these folders. The POIVData folder will only be present if you use Purchasing and 
Inventory. The SMData will only be present if you use Service Management.
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3. Right-click the selected folders and select Properties.

4. Make a note of the size of these three folders.

5. Next, browse to the location of the MASTER_QLM folder. This is in your installation directory, which is in the 
following location by default: 

C:\ProgramData\Sage\TIMBERLINE OFFICE\9.5\Accounting\Global\PVData

6. Right-click the MASTER_QLM folder and select Properties.

7. Make a note of the size of the folder, and add it to the others.

(POIVData) + (PVData) + (SMData) + (MASTER_QLM) = Pervasive database size

8. Add fifty percent (50%) to the total to estimate the size of the SQL Server database. 

1.5*((POIVData) + (PVData) + (SMData) + (MASTER_QLM)) = SQL Server database size

WARNING:  The sum of these folder sizes should be well below 10 GB to allow for growth. If your SQL Server 
database is likely to be more than 9 GB, you should obtain the Standard edition of SQL Server. Contact your 
business partner for assistance.
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Install SQL Server

You can install the SQL Server instance for SQL Replicator on your accounting server or on a different server. You 
can use the Sage SQL Installer to install the SQL Server instance, configured as needed to work with 
SQL Replicator. We strongly recommend you use this tool to install SQL Server.

NOTE:  Sage SQL Installer does not install SQL Server Management Studio for you. If you want this console 
available on your server, enter “Download SQL Server Management Studio” into a search engine to download and 
install it.

 To install the Sage SQL Installer on a remote server

1. In the extracted installation files for Sage 300 Construction and Real Estate 17.1, browse to this location:
AccountingServer\Install\Prerequisites\SUSI.

2. Copy the file SUSI.exe to the server on which you will install the SQL Server instance for SQL Replicator.

3. On the computer on which you will install SQL Server, double-click SUSI.exe to install the Sage SQL Installer.

 To install the SQL Server instance for SQL Replicator

1. Log on to the computer on which you will install the SQL Server instance.

2. In the Windows Start menu, go to the Sage Administration group and click Sage SQL Installer. 

3. Leave Sage 300 CRE selected and click Next. You might see a warning indicating that your server doesn’t meet 
the minimum hardware requirements. We don’t recommend continuing unless your server meets all 
requirements. 

4. Click Next if you are ready.
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5. Select the Automatically download check box if you want the installer to download the latest version of 
SQL Express 2016 SP1 with Advanced Tools. If you already have the installation file, browse to its location.

Alternately, if you have installation media for the Standard or Enterprise edition of SQL Server 2016 SP1, select 
Microsoft SQL Server 2016 from the dropdown and browse to the installation file.

6. Click Next. In the next window, select the type of installation.

 Selecting Basic installs SQL Server on the server’s system drive (usually the C: drive).

 Selecting Advanced takes you to Microsoft SQL Server’s installation interface so that you can customize 
options as you move through the wizard. 

7. Click Next, and wait for the file to be downloaded (if you selected that option). The remaining steps depend on 
whether you selected the Basic or Advanced installation option. 
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 Basic installation

1. The next window shows the name for the new instance. By default, this is SAGE300CRE, but you can change it. 

2. Enter or generate a password for SQL Server’s sa (administrative) user. In addition to sa, the Windows user 
name for the person currently logged in will be added to the sysadmin server role.

WARNING:  Be sure to record the sa password and save it for your records.

3. Click Next, and wait while the installer creates and configures the SQL Server instance.

 Advanced installation

You are taken to Microsoft’s SQL Server’s installation wizard. You can make changes in each of the configuration 
windows if needed. The options that are entered by default are the correct settings for a SQL Replicator instance.

FOR MORE INFORMATION:  See “Appendix A: Install SQL Server using the Microsoft Installer” on page 38 for 
detailed information about required settings.
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 Install SQL Server Management Studio

SQL Server Management Studio is not installed as part of the database engine installation.We recommend that you 
download and install SQL Server Management Studio if it is not already installed on your server.

WARNING:  This procedure will require you to restart your accounting server.

1. In a search engine, type “Download SQL Server Management Studio.”

2. Click the link to the Microsoft page and download the program. 

3. When the download is finished, double-click the file and follow the steps in the wizard to install SQL Server 
Management Studio. When the installation is finished, you’ll be required to restart your server.

 Create a backup system administrator

We recommend that you add a backup system administrator to your SQL Server instance. Your backup 
administrator should be set up as a user in Sage 300 Construction and Real Estate and linked to a Windows ID. This 
user should also have local administrative permissions on the accounting server.

1. When the server has re-started, open SQL Server Management Studio and log in to the Sage 300 Construction 
and Real Estate instance.

2. Under Security, right-click Logins and select New Login.

3. Next to Login name, enter the domain and Windows ID of your backup system administrator. 

4. On the Server Roles page, select the sysadmin server role.

5. Click OK to save your changes and close the Login - New window.

6. Repeat these steps if this instance is on a different machine than the accounting server and you created a new 
Windows domain account as described on page 8.
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 Important information about SQL Server

SQL Server is installed as a Windows service. If services related to SQL Server are stopped, SQL Replicator cannot 
replicate data.

Configure System Administrator and start replication

NOTES:  

• SQL Replicator runs as a background process in your Windows server operating system. 

• Once you start using SQL Replicator and Sage Construction Central, each time you upgrade your data from an 
earlier version, you’ll need to re-start the SQL Replicator process, as shown in step 6 on page 17. 

• If you use Sage Construction Central, you will also need to click Link to Mobile as shown in step 1 on page 22.

1. In the Windows Start menu, go to the Sage Administration group and click System Administrator. 

2. If the connection window does not open, click Connect, and select the instance.

3. For Authentication, select Windows Authentication. Your Windows domain and user name are automatically 
entered for the User name.

4. Click Connect. The first time you open System Administrator, a message asks if you want to create the 
configuration database.
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5. Click Yes, and wait while the database is created. 

When finished, the Replicator Configuration tab shows the list of companies in your Open Company list.
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6. Click the first company that you want to replicate, and enter the user name and password for the user you 
created on page 7, step 6.

7. For the Run-As account, you can leave it as Default if the SQL Server instance is local, and your server’s 
regional setting is for the United States. Otherwise: 

 If the SQL Server instance is remote, set the Run-As Account to Other and enter a Windows domain user 
ID with administrative privileges on the remote server and the accounting server. 

 For Canadian and Australian installations, set the Run-As Account to Other and enter the Windows 
credentials for a user whose region is set to the appropriate country. See “About Canadian and Australian 
installations” on page 8. 

8. Click Start, and wait for replication to start.

You can click View Status to see the replication log.

9. Repeat these steps for each company you plan to replicate.
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NOTES:  

• Each company folder that you replicate is copied to a new database in SQL Server. The replication runs 
continually as long as the SQL Server instance is running and the credentials you supplied to 
System Administrator are valid.

• For more information about the status log, see “What happens during replication?” on page 29

10. To see the background replication processing, open Windows Task Scheduler and click the Sage 300 CRE 
folder. Each company folder is represented by its own task in this window. If you stop replication for a company, 
it disappears from this list.

11. Click Link to Mobile to link your replicated company folders to Sage Construction Central.
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Backing up and restoring with System Administrator

Now that you’ve upgraded to Sage 300 Construction and Real Estate version 17.1, you’ll need to use 
System Administrator to configure and run your regular backups. Restoring a Sage 300 Construction and 
Real Estate backup requires not only the files in your data folders, but also files and registry keys from numerous 
areas in your server environment. With the addition of the SQL Server database and Sage Construction Central 
website, these additional components are critical to your ability to successfully restore from a backup. Without them, 
your data cannot be restored.

FOR MORE INFORMATION:  See the Knowledgebase article How do I use the System Administrator to back 
up and restore data in version 17.1 and beyond? 

https://support.na.sage.com/selfservice/viewdocument.do?noCount=true&externalId=86066&sliceId=1&cmd=displayKC&dialogID=209349&docType=kc&isLoadPublishedVer=&stateId=209351&docTypeID=DT_SYSTEMREQUIREMENTS_1&ViewedDocsListHelper=com.kanisa.apps.common.BaseViewedDocsListHelperImpl
https://support.na.sage.com/selfservice/viewdocument.do?noCount=true&externalId=86066&sliceId=1&cmd=displayKC&dialogID=209349&docType=kc&isLoadPublishedVer=&stateId=209351&docTypeID=DT_SYSTEMREQUIREMENTS_1&ViewedDocsListHelper=com.kanisa.apps.common.BaseViewedDocsListHelperImpl
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Activate Licenses and set up Sage Construction 

Central users

NOTES:  

• In order to activate licenses, your server must have access to the Internet. If your organization’s policy requires 
servers to be blocked from the Internet, and you won’t connect to Sage Construction Central from devices outside 
your network, you can disconnect it immediately after you activate your license. 

• License Administration connects to the Sage licensing system at least once a year to verify that licenses are still 
active. If your server is generally not connected to the Internet, your licenses could expire after one year. To re-
activate licenses, contact Support through one of the means described in the Knowledgebase article 17540.

 Activate licenses

1. On the Home page, in the Sage Administration group, click License manager.

2. Enter your information in the Sage Client ID and Registration Name boxes.

3. Click Save and Update. Allocate uses based on your organization’s needs.

 Click Allocate All Uses if you will not install Sage 300 Construction and Real Estate on any other server 
(including a test server). 

 Click Allocate One Use if you need to install Sage 300 Construction and Real Estate on more than one 
server, such as a test server or regional production server. Once you allocate a single use, you can edit the 
number of uses available to this server. 

NOTE:  For the accounting system, the uses assigned to a server are available to users logging in to the system on 
a first-come, first-served basis. If two uses are available, the first two users to log in will be able to use the system. 
The third user will not be able to use the system until one of the uses is freed up. 

https://support.na.sage.com/selfservice/viewdocument.do?externalID=17540
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4. The licenses are applied based on your selection. If you selected Allocate All Uses, the total number of uses 
appears in the blue column, with Unallocated Uses set to zero.

If you selected Allocate One Use, you’ll see one use listed in the blue column, with the remaining number of 
uses in the Unallocated Uses column. To adjust the number of uses applied to this server, adjust a number in 
the blue column, and click Update. The remaining unallocated uses are available to use on a different server.

 Assign Mobile licenses

NOTE:  Mobile licenses are assigned differently than for the accounting system. Mobile licenses must be assigned 
to specific Windows IDs corresponding to users who are set up in Sage 300 Construction and Real Estate security 
and mapped to that ID. This means that only assigned users can access Sage Construction Central; uses are not 
available on a first-come, first-served basis as they are in the accounting system.

1. To assign Sage Construction Central users, click the Mobile Licenses tab. Expand Mobile Project, and click 
Add User.

2. Add the users who will access Mobile Projects data.

3. Click Update to save your changes.
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Test Sage Construction Central from your intranet

Once your data has been replicated, you can browse to the Sage Construction Central site from inside your network 
to verify your data. The URL for this site requires you to know the fully qualified domain name for your server. The 
URL follows this pattern: http://FullServerName:8080. For example, if your server is sageserver.example.com, the 
URL is http://sageserver.example.com:8080. 

WARNING:  Use this internal URL only for testing that your Sage Construction Central is working properly. To use 
the site securely, you must set up the Azure Active Directory site as explained starting on page 25.

NOTES:  

• Before you can log on to Sage Construction Central, your company’s data must have finished replicating.

• The Sage Construction Central site uses port number 8080 by default. If this port is already in use on your 
accounting server, you can change the port used by Sage Construction Central. 

• By default, Windows servers have Enhanced Security enabled for Internet Explorer. If you want to use Internet 
Explorer to verify the Sage Construction Central website from the accounting server, you’ll need to disable it. See 
the following link for more information: 
https://prajwaldesai.com/disable-ie-enhanced-security-in-windows-server-2012-r2/

1. In System Administrator, click Link to Mobile if you have not already done so. This links Sage Construction 
Central to your SQL Server instance.

2. If your SQL Server instance is installed on a server other than your accounting server, follow these steps. 
(Otherwise, skip to step 3.)

a. In Windows Explorer, browse to the Shared folder in the installation director for Sage 300 Construction and 
Real Estate. By default, this is C:\Program Files (x86)\Timberline Office\Shared.

b. Double-click the file RemoteSQLServiceAccountConfigurationTool.exe.

https://prajwaldesai.com/disable-ie-enhanced-security-in-windows-server-2012-r2/
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c. Enter the location of your SQL Instance, as well as domain credentials for a Windows user with 
administrative access to the remote location of your SQL Server instance and your accounting server.

d. Click OK when you are finished. This utility changes the login account for the Sage Remote Print service 
and the Sage Worker Engine service to the login used for the SQL Replicator process.

3. Open a browser and go to your Sage Construction Central site. You’ll be required to enter the Windows 
credentials for one of the users you added on page 21, step 1.

Set up security for Sage Construction Central
In Security Administration, task permissions are available for use with Sage Construction Central. These 
permissions are independent of the corresponding permissions in Project Management or Address Book. 
 You can grant access to areas under Mobile Projects without granting access to the corresponding 

Project Management permissions. 

 Likewise, the Mobile Address Book > Quick Add Contact and Mobile Address Book > Set Up Contact 
permissions are not linked to the Address Book > Set Up permissions.
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Set up security for SQL-based reports
If your users will need to view reports generated from the SQL Server data, you need to add permission to the 
appropriate tables in SQL Server to their role. Under SQL Data Access > Read Access, select the relevant tables 
for each role. 

About record-level security with mobile applications
If your company uses record- or file-level security, you can activate these options for the mobile applications 
independently from the accounting applications. For example, you might want to implement record-level security for 
jobs in Sage Construction Central, but not for Job Cost in the back office.

If you use file-level security, Sage Construction Central users need permission to the Address Book files plus the 
files related to other mobile modules you’ve implemented (for example, Job Cost or Project Management).
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Set up Azure Active Directory for Sage 

Construction Central

To access Sage Construction Central from outside your network, you’ll configure a Microsoft Azure application to 
connect to your accounting server. To do this, you need an Azure Active Directory Basic account, which is 
provisioned for you automatically when you purchase a subscription to Sage Construction Central. 

NOTE:  Azure Active Directory Basic accounts are provisioned based on your country: the United States, Canada, 
or Australia.

 Publish your Sage Construction Central site to Azure

1. From your accounting server, open an Internet browser and go to https://portal.azure.com. Sign in if needed.

2. If you are asked to change a temporary password, supply the Microsoft account credentials that you received 
in your welcome email. Be sure to record this information once you enter the new password.

3. On the left, click Azure Active Directory.

4. In the next window, click Application proxy.

https://portal.azure.com
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5. Click Download connector.

6. Review the information on the connector download page. Your accounting server should already be on a 
supported operating system.

FOR MORE INFORMATION:  The outbound ports required for the application proxy are described in the Microsoft 
article Get started with Application Proxy and install the connector.

7. Accept the license agreement, click Download, and follow the instructions to install the connector.

3
4

5

Work with your system administrator to 
ensure the necessary ports are open to 
outbound traffic.

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-application-proxy-enable
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8. When the installation is finished, return to the Azure portal page (https://portal.azure.com) and refresh it. You’ll 
see your connector associated with your accounting server. This means the connection was successful. 

Now you’ll publish your Sage Construction Central website to Azure.

9. On the left, click Enterprise Applications.

10. Click New application.

11. Select a category; you can choose any category you want. In this example, we chose Project Management.

12. Click On-premises application.

https://portal.azure.com
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13. Enter a display name for your application. This can be your company name or some other name that makes 
sense to your employees. This example shows a company called Sage Construction:

14. For the Internal Url, enter the URL you established for your site on page 22. This entry must include the port, 
:8080, as part of the address.

Notice that the public URL for your site will be a combination of the entries in the window above:

https://applicationname-accountname.msappproxy.net

15. For Pre Authentication, select Passthrough. You can leave the remaining options as they are. 

16. Click Add. After the application is created, you’re taken to the Enterprise Application page. You don’t need to 
modify anything else in this window.

17. Open the URL in a browser to make sure it’s connected.

Internal Url is your server’s name followed by a colon (:) 
and the port number (usually 8080).

External Url is the public, Internet address for your Sage 
Construction Central site.
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What happens during replication?

This section describes what happens during replication, how security roles and users are replicated, and attributes 
of the new databases.

Databases in the SQL Server instance
When you install Sage 300 Construction and Real Estate 17.1 on your accounting server, you must be logged in as 
a local administrator, and the server must be on a Windows Active Directory domain. 

The Windows domain user who installs the SQL Server instance (page 11) is added as a server login and assigned 
to the sysadmin server role. That user, plus the built-in SQL Server sa user, are the only two logins with full 
administrative permissions to the SQL Server instance or to System Administrator. 

FOR MORE INFORMATION:  To learn more about SQL Server security, see the Microsoft article on Server and 
Database Roles in SQL Server. To add backup system administrators, see “Create a backup system administrator” 
on page 14.

When you connect Sage 300 Construction and Real Estate to the SQL Server instance through 
System Administrator (page 15), the SageCREGlobalConfiguration database is added to the instance. This is the 
configuration database for SQL Replicator, and—as with all databases—it should never be modified directly in 
SQL Server Management Studio. Make all changes in System Administrator or Sage 300 Construction and 
Real Estate. 

Once you configure and start replication, each company folder that you replicate is represented by a separate 
database on the SQL Server instance. 

New Row_ID and Row_Version fields
Each Pervasive table now has two additional fields, Row_ID and Row_Version, which are used during replication 
to identify changes to the data. Modifications to the data resulting from Sage 300 Construction and Real Estate 
processing cause these fields to be updated. When the replication process scans tables, it compares the values in 
these fields to the values stored in the SQL Server data.

https://msdn.microsoft.com/en-us/library/bb669065(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/bb669065(v=vs.110).aspx
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The replication status log

Once you start replication, you can click View Status in System Administrator to see the log. Replication proceeds 
in the sequence described below. 

1. Each time replication starts, schema information is read from the Pervasive data. Any changes to custom fields, 
custom descriptions, or record and file security are incorporated at this time. 

2. Once schema information is saved, replication enters BC, or Bulk Copy mode. All data from all tables is copied 
into the SQL Server database, starting with the QXM security information, and then proceeding alphabetically 
through all tables.

1

2
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3. Once the bulk copy cycle is completed, row-level security (RLS) is applied.

4. Replication enters RC, or RAM Journal mode. All tables and rows are scanned for differences in the Row_ID 
and Row_Version fields. 

5. Once a full cycle through the tables is completed in RC mode, the log simply reflects the number of scans with 
date and time of completion until new data is found.

6. When replication finds differences in the Row_ID and Row_Version fields since the last scan, the status log 
reflects the number of insertions (I), updates (U), and deletions (D). The changes are then replicated to 
SQL Server. For example, entering an Accounts Payable invoice results in the following log entries:

7. Service Management, Purchasing, and Inventory data is replicated using bulk copy only. New data entered in 
these modules results in a new copy of the entire table, rather than only the row that was changed. For example, 
adding a new item to the Parts table in Service Management results in a bulk copy of the PARTS table. Notice 
that all 92 rows were re-copied.

3

4

5

6

7
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8. Adding an item to the Inventory Parts table results in a bulk copy of the itmmastr tabl.

Security and replication
Your security settings in Sage 300 Construction and Real Estate Security Administration are enforced by 
SQL Replicator in the SQL Server data. Any user, role, task, company, and record permissions established in 
Sage 300 Construction and Real Estate are respected when users access the SQL Server data through Sage 
Construction Central, reports, or in any other manner. Security settings in the SQL Server database mimick the 
settings in Security Administration, based on the Windows ID associated with the user.

During replication, database roles are added to each company database corresponding to each role you have set 
up in Sage 300 Construction and Real Estate. For example, if you have a security role called Accounts Payable in 
Sage 300 Construction and Real Estate, a corresponding database role is created in each replicated database in 
SQL Server. 

Each Sage 300 Construction and Real Estate user who will access SQL Server company data (including through 
Sage Construction Central) must be mapped to a Windows domain user. Each Windows user assigned to a security 
role, and who has permission to the database, is created as a database user and assigned to the corresponding 
roles. 

NOTE:  In Sage 300 Construction and Real Estate security, users and roles are set up once per server. Each user 
can be granted or denied access to a data folder. SQL Replicator creates corresponding database users in each 
company database to which the user has access. The database roles are created in each database, even if users 
are not assigned to the role in a specific company.

Sage 300 Construction and Real Estate users assigned to the Application Administrator or 
Security Administrator roles have administrative privileges to all companies. SQL Replicator creates 

7

SQL Server company database

Users must be mapped to 
a Windows domain user

Accounts Payable database role 
created in all company databases, 
and assigned to users with 
permission to the company folder.
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corresponding database roles and assigns these users to their corresponding administrator roles in each 
SQL Server database.

If you make changes to record security in Sage 300 Construction and Real Estate Security Administration, you 
must re-start replication for each affected company folder. To do this, in System Administrator, simply click Stop 
and then Start.

Administrator roles created in each company database.
Administrative users assigned to correct database roles in all companies.

Company database 1

Company database 2

Company database 3
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In Sage 300 Construction and Real Estate Security Administration, new task permissions are available for 
read-access to the SQL Server tables. These permissions enable the user to access the corresponding views in the 
SQL Server data, for reporting and other features.

Any changes to roles or users in Sage 300 Construction and Real Estate Security Administration are immediately 
replicated to SQL Server—unless the changes have row-level security implications (such as Record or File 
security). 

NOTE:  Social security numbers replicated to SQL Server are encrypted by default. Information about decrypting 
social security numbers will be added soon.
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Re-synchronizing and re-starting replication

The following actions require you to stop and start replication on all company folders. (In System Administrator, click 
Stop and then Start for each company folder.) 

 Changes to custom descriptions.

 Changes or additions of custom fields.

 Creating a new file, such as an archive file.

 Changes to file or record security.

When replication starts, it reads and stores the database schema. Changes to the schema after replication has 
started are not picked up until the next time replicator is re-started. This could result in some columns or tables being 
skipped by replication.

In System Administrator, you can click Resync if replication has not picked up schema or security changes and re-
starting has not solved the issue.

Re-synchronizing your data results in the following:

1. Any attachments added in SQL Server are backed up.

2. The replicated database is deleted from SQL Server.

3. The data folder is re-replicated. 

4. The attachments and attachment links are restored to the new database.

About Crystal Reports and your replicated data
When working with report designs, you might encounter an issue with the number of objects you can view in Crystal 
Reports’ Database Expert window. By default, Crystal Reports displays a maximum of 8,000 objects. You can 
increase this number by following the instructions in SAP’s knowledgebase article 1215994: Unable to see all 
databse objects in Crystal Reports. If you modify your installation to show a longer list of tables, it will apply only 
to the current Windows user’s settings. Different users on the same computer would not see the same change 
unless they also change their configuration.

https://apps.support.sap.com/sap/support/knowledge/public/en/1215994
https://apps.support.sap.com/sap/support/knowledge/public/en/1215994
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System Administrator setup checklist
Site setup checklist: Complete these steps for your organization 

1. Review system requirements (page 5). 

2. Acquire user licenses for the mobile modules in Sage Construction Central. 

3. Upgrade software and data to 17.1.3. 

4. Set up security in Sage 300 Construction and Real Estate. (page 7) 

5. Use License Administration to allocate mobile licenses to users. 

6. Install SQL Server using Sage SQL Installer (page 11). 

7. Install SQL Server Management Studio (optional). 

8. Run File Doctor on data to replicate (with Fix and Compact). 

9. Configure System Administrator and start replication. (page 15) 

10. Publish the Sage Construction Central website through Azure Cloud Services. (page 25) 
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Appendix A: Install SQL Server using the Microsoft 

Installer

In some cases, you might want to install SQL Server yourself rather than allowing Sage SQL Installer to install for 
you. To install an instance compatible with SQL Replicator, follow the instructions in this section. 

WARNING:  SQL Replicator requires a specific setting for the server’s default collation, which is not the default 
setting. Instances must have the default collation set at the time of installation—it cannot be changed later. If you try 
to use a SQL Server instance with the incorrect collation for SQL Replicator, you will not be able to replicate your 
data. You’ll need to re-install SQL Server.

To Install SQL Server Express

NOTE:  If you are installing SQL Server using the Advanced option of the Sage SQL Installer shown on page 13, 
skip to step 5.

1. Double-click the *.exe file to extract the contents. 

2. When prompted, select a location for the extracted files, and click OK.

3. When the files are extracted, open the folder location, and double-click Setup.exe.
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4. In the SQL Server Installation Center window, click Installation on the left, and then click the first option, 
New SQL Server stand-alone ... in the list.

5. We recommend that you select the option to Use Microsoft Update to check for updates, but this is not 
required. 
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6. Click Next. The next window shows the results of the setup rules check. You can ignore warnings about the 
firewall. If any elements of the check failed, you’ll need to fix those issues before you can continue.

7. Click Next.

8. In the License Terms window, select I accept the license terms, and then click Next.

9. In the Feature Selection window, at a minimum you must select these check boxes. You can select others if 
you wish. 

 Database Engine Services

 SQL Server Replication

 Full-Text and Semantic Extractions for Search.
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10. You can change the Instance root directory to another local drive or location on your server if you wish. For 
example, if an SSD is available, using that drive for your root directory can improve performance considerably.

11. Click Next.

12. In the Instance Configuration window, we recommend that you install a Named instance using the name 
SAGE300CRE. However, you can use a different name, and you can opt to install a default instance instead of 
a named one.

13. Click Next.

WARNING:  The settings in the next window are critical to installing a SQL Server instance that will work with 
SQL Replicator. Configure this window exactly as instructed.

9

10
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14. On the Service Accounts tab, leave the default options as they are, and click the Collation tab. 

NOTE:  If you are installing SQL Server using the Advanced option of the Sage SQL Installer shown on page 13, 
skip to step 17. The Collation setting is set correctly by default.

15. On the Collation tab, click Customize. In the box, select SQL_Latin1_General_CP1_CS_AS. The last 
characters should be “CS_AS” which stands for “case-sensitive, accent-sensitive.” This is the required setting 
for SQL Replicator.

16. Click OK, and then click Next.

17. In the Database Engine Configuration window, you must select Mixed Mode. This mode is required for 
SQL Replicator. 
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18. Enter and confirm a password for the administrator (sa) account. 

19. The windows user logged in to the computer will be added automatically as an administrator. Click Add to add 
additional administrators. If you created a Windows domain account as described on page 8, add that account 
to this list as well.

20. On the Data Directories tab, the default location reflects the Instance root location you selected in step 10. 
You can change this to an SSD drive if one is available. This does not have to be a local drive.
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21. On the TempDB tab, you can add and remove files to store the tempdb database on an SSD drive if available.

22. Click Next. The next window shows installation progress. When it is finished, click Close.
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